Abstract-Intelligent Transportation Systems (ITS) are considered one of the most critical infrastructures. For wireless communication ITS use communication links based on Dedicated Short Range Communication (DSRC) in Wireless Access in Vehicular Environments (WAVE) systems, which is a promising technology to improve traffic safety and reduce highway fatalities. Much research has focused on supporting WAVE safety applications, which depend on many message types. The most important message related to safety applications is the Basic Safety Message (BSM), as defined in the SAE J2735 Message Set Dictionary Standard. Thus, this paper focuses on the reliability of safety applications in the presence of jamming attacks affecting BSM. The case of a constant jammer is considered under the assumption that its capabilities are limited to the technical specifications of the vehicles On-Board Unit (OBU), a device that is readily available for purchase. A communications architecture for safety applications is defined that considers dissimilarity and redundancy to overcome the effects of jamming. The dual and triple-redundant schemes presented enable channels with higher power ratings to communicate the needed BSM data to safety applications. This is accomplished without making any assumptions deviating from the existing standards. Using the Forward Collision Warning safety application, it is shown that the redundancy schemes can effectively overcome the impact of jamming. Furthermore, it is shown that the use of 12 Mbps communication speed is not advisable under the adversary model.
I. INTRODUCTION AND BACKGROUND
Intelligent Transportation Systems (ITS) are utilizing technology to increase traffic safety and environmental benefits. At the core of the ITS are safety applications, which require wireless communications, i.e., wireless signals. It should be obvious that the safety applications are directly affected by any degradation of communication reliability. Such degradation may be the result of adverse effects on the signals implementing communication, but it may also be the result of malicious act. Given that the ITS is a critical infrastructure, that it is a safety critical application, and that any fault, may it be of benign or malicious nature, could have far-reaching consequences, security and survivability are of paramount importance. Security addresses the standard concerns associated with confidentiality, integrity, and authentication, and often includes access control, nonrepudiation, availability, and privacy [1] . Survivability on the other hand takes a more mission-oriented view, in that the mission must survive, i.e., essential functionalities must perform to specification even in the presence of faults or malicious act [2] . This implies that the system needs to be designed with survivability considerations in mind. Given the wireless nature of communication, may it be vehicle-to-vehicle or between vehicles and the fixed infrastructure, communication inherits the entire spectrum of potential threats. Furthermore the attack vector cannot be fully predicted. For example, targeted jamming has been shown to be able to introduce Byzantine faults in wireless networks [3] and the safety applications of the ITS are not immune to such attacks either. The mechanisms to increase survivability of ITS safety applications that will be presented in this paper are based on data redundancy associated with applications using a specific kind of message, i.e., the Basic Safety Message (BSM) described below. The redundancy schemes are in line with the Vehicle Safety Communications -Applications (VSC-A) project [4] motivation, which considers data reliability to be essential for the robustness of the system. Whereas communications are affected by many aspects of benign environmental phenomena, the adversarial model addressed in this research is malicious act, specifically jamming. Many different jammer types have been introduced and characterized in [5] [6] , ranging from constant jammers, which constantly disrupt communication brute force, to intelligent jammers that are protocol-aware and able to target specific data or control packets.
In this research we picked the constant jamming because it can create wide blind spots and induce immense performance degradation [7] , also constant jammers are generally considered the worst case jammers in that their effect is indiscriminatory, even though they are easy to detect compared to more sophisticated jammers [5] . One important factor in jamming is the power that the adversary uses to disrupt. We assume that the jammer capabilities are limited to the technical specifications of the vehicles On-Board Unit (OBU), which is the device installed in vehicles and is readily available for purchase, i.e., its jamming effect is limited by the transmission power model of such devices as specified in the ASTM E2213-03 standard [8] .
A. Safety Applications
Since the focus of this research is the reliability of Dedicated Short Range Communication (DSRC) safety applications, we first briefly describe three applications, i.e., realword scenarios listed by the VSC-A project. These scenarios have been tested and analyzed by the VSC-A project, which includes the vehicle manufacturers, and have led to the development of the safety applications [4] . The scenarios described involve a Host Vehicle (HV) and one or more Remote Vehicles (RV). Our interest is the status of the host vehicle as it is affected by the status of the remote vehicles. The applications associated with crash scenarios based on [4] [4] Three of the scenarios are depicted in Figure 1 . The scenario shown in Figure 1a is the Forward Collision Warning (FCW) application, which alerts the driver of the host vehicle of an impending rear-end collision with a remote vehicle traveling ahead in the same direction and on the same lane. For example, when a remote vehicle brakes hard, in the figure this is the first vehicle labeled RV, it broadcasts this event via a BSM message to the surrounding vehicles. The vehicles following the remote vehicle will use this information to alert the driver about a possible collision. This may be very useful in situations with low visibility, e.g., heavy fog or vision obstruction by large vehicles. The algorithm in the remote vehicle may transmit this event before the next scheduled transmission time with higher priority than routine BSM broadcasts. The Do Not Pass Warning (DNPW) Application alerts a host vehicle attempting a passing maneuver that is not safe. In Figure 1b the passing zone of HV is occupied by the RV traveling in the opposite direction. Figure 1c shows crossing or turning at non-signalized junctions, which uses the Intersection Movement Assist (IMA) application. This application alerts the host vehicle that it is not safe to proceed due to high collision probability with a remote vehicle in the intersection. The host vehicle communicates with all nearby remote vehicles and receives their broadcasted BSM. After that the in-vehicle unit analyzes all data received from other vehicles and predicts their future paths. If the analysis detects the probability of a collision, a warning is issued to the host vehicle's driver. Such warning is issued if the data in the BSM of the RV suggests to the HV that the RV is not stopping.
B. Related Work
There has been significant focus on the reliability of Vehicular ad hoc Networks (VANET). Research either focused on 1) applications with mechanisms utilizing the BSM messages, or 2) applications that use new messages to increase the functionality of BSM messages.
As an example of the first kind, redundancy was utilized in [9] , where a non-interactive voting algorithm performed by the vehicle was introduced to detect malicious behavior. The algorithm depends on BSM message broadcasts from other vehicles' reaction to an event to infer on the truth in that event. A different redundancy approach was taken in [10] , where a data-centric misbehavior detection scheme is introduced. It is not based on voting, but on observation of the movement of vehicles in response to their reaction to the event, such as a crash. However, both previous approaches will be affected by corruption or omission of the BSM messages they depend on.
As an example of the second kind, a collaborative protocol introducing a new message was used in [11] to deal with communication interruptions by moving obstacles as an effort to forward BSM messages. Such scenario can occur if a large vehicle blocks line-of-sight between two communicating vehicles. The blocking vehicle is made part of the messageforwarding scheme. In [12] a new message was introduced to disseminate data to other vehicles more efficiently. This message is involved in a grouping scheme based on roads. Communication between vehicles involves selected relay nodes with best line-of-sight within each group.
As it is not possible to give a comprehensive overview of all related work in general, we only gave representative examples. However, to the best of our knowledge, there is no research to date that uses redundant messages from the standard alone to overcome reliability issues or malicious act. We will show an approach that uses BSM messages together with redundant messages from the existing standards to overcome BSM reliability issues.
C. Channel Allocation and Power Limits
Channel allocation and the power characteristics are important to the concept of redundant communication for safety applications. The DSRC Wireless Access in Vehicular Environments (WAVE) system provides communication support to moving and stationary devices. In WAVE systems at least one of the engaged devices is associated with a vehicle, while the other may be any other WAVE device, e.g., another vehicle, roadside, or pedestrian. Thus it relates to Vehicle-to-Vehicle (V2V), Vehicle-to-Infrastructure (V2I), and Infrastructure-toVehicle (I2V) communications. WAVE systems support many types of stationary or mobile devices. For stationary devices the WAVE standards define the Road Side Unit (RSU), which is permanently mounted. For mobile devices they define the OBU, which is mounted to a vehicle or any portable moving device [13] Since the power levels associated with different channels will play an important role in the assessment of survivability of our redundancy approach, the specific requirement in the standards need to be identified. The transmit power levels for public safety and Private RSU and OBU operations in DSRC channels were introduced in the ASTM E2213-03 standard [8] . It should be noted that the maximum allowable Effective Isotropic Radiated Power (EIRP) in accordance with FCC regulations is 44.8 dBm (30 Watt) for government, while the maximum allowable EIRP is 33 dBm (2 Watt) for nongovernment [15] . Since we are only interested in the reliability of V2V safety applications, we will only present the maximum allowable power for public safety OBU operations and some RSU operations. Public Safety OBU operations in Channels CH172, CH174, and CH176 shall not exceed 28.8 dBm antenna input power and 33 dBm EIRP. Public Safety OBU operations in Channel CH175 shall not exceed 10 dBm antenna input power and 23 dBm EIRP. Public Safety OBU operations in Channel CH178 shall not exceed 28.8 dBm antenna input power and 44.8 dBm EIRP. Public Safety RSU and OBU operations in Channel CH184 shall not exceed 28.8 dBm antenna input power and 40 dBm EIRP. The DSRC Channels CH180, CH181 and CH182 are used to implement small zone operations. Public Safety and Private RSU installation in these channels shall not exceed 10 dBm antenna input power and 23 dBm EIRP. OBU operations in Channels CH180, CH181 and CH182 shall not exceed 20 dBm antenna input power and 23 dBm EIRP. RSUs and OBUs shall transmit only the power needed to communicate over the distance required by the application being supported. Also it should be noted that, according to the ASTM E2213-03 standard [8] , the receiver minimum input level sensitivity will be less than or equal to -85 dBm for 3 Mbit/s data rate, which is the lowest data rate for DSRC applications, and the sensitivity value varies according to the data rate used. The Packet Error Rate shall be less than 10% at a Physical Layer Service Data Unit length of 1000 bytes for rate-dependent input levels. Figure 2 shows a summary of information related to channels. This paper describes how redundancy and dissimilarity can be used to mitigate effectively against jamming. Whereas the research in [16] assumed a homogeneous simplified channel power model, this research is extended to consider the real impact of the inhomogeneous channels with dissimilar power ratings, as defined in [8] . It will be shown how the redundancy scheme utilizes channels that have higher power ratings and how jamming, that would otherwise cause failure of the safety application, becomes largely ineffective. This is without introducing any mechanisms outside of the defined standards. The rest of this paper is organized as follows: Section II will describe the architecture of the redundancy and dissimilaritybased communications architecture. The impact of jamming on the architecture will be analyzed in Section III. Finally, Section IV discusses conclusions and future work.
II. REDUNDANCY-BASED SURVIVABILITY ARCHITECTURE
The BSM message is the main mechanism to communicate critical data used by all safety applications. This message is limited to one specific channel and thus represents a single point of failure. There are many ways this channel can be affected and possible faults may originate from simple obstacles, jamming, or the channel congestion phenomenon following a channel switch [17] [18], to name a few. To increase the message exchange reliability in the ITS safety applications, we propose an alternative, redundant approach. Specifically, first we propose message dissimilarity using other messages from the SAE J2735 standard [19] capable of providing the application with all required data as BSM. Second we propose channel redundancy by transmitting the proposed messages on different channels, i.e., other than the BSM's safety channel. The alternate channels used for redundancy have higher power ratings than the safety channel. The use of redundant channels results in large reliability gains for safety applications in the presence of jamming.
A. BSM and Message Dissimilarity
BSM is defined in SAE J2735 [19] and is a V2V message. This message is used by a variety of applications in an exchange of safety data regarding the vehicle state. The message is broadcasted by each vehicle to other surrounding vehicles at a rate of 10 times per second, or other rates depending on the application. The broadcast range of a BSM message is about 300 meters which depends on the transmitting power on the used channel. A BSM message consists of two parts. Part I is mandatory and contains the most required fields for safety applications, including position (latitude, longitude, elevation and accuracy), motion (speed, heading, angle and acceleration), brake system status and vehicle size. Part II of the message is optional and is used when required by the application. As defined by [19] BSM messages are transmitted on a pre-agreed channel, i.e., CH172, using the WAVE Short Messages (WSM) protocol. It is not required for senders to advertise for this service, and also not required from the receiver to confirm or take any action to join this service. To facilitate BSM functional redundancy, we need to identify messages that have the same structure and information to support safety applications. We identified two different suitable messages, i.e.,À la Carte message (ACM) and Probe Vehicle Data (PVD) message, from the fifteen total messages defined in SAE J2735.
1) Redundancy Using ACM:
The first message is theÀ la Carte Message, which is a V2V message. As its name suggests, it can include any data frames, data elements, or any external content defined in the standard in a field called (ALLInclusive). All message fields can be added as required. For example, we can add the content of the BSM message, i.e., (BSMblob) [19] , to get an ACM message containing equivalent information. The message has all the flexibility of the BSM and can even support more data than BSM if desired by an application.
2) Redundancy Using PVD: The second message is Probe Vehicle Data. It is a V2I message, a unicast from the OBUs to an RSU using the WSM protocol on a Service Channel determined by the RSU. All PVD messages are authenticated and no acknowledgment from the RSU is required. A PVD message contains information about the full position vector, vehicle type, and most importantly, it has a vector of snapshots, which define the vehicle's traveling behavior. Each snapshot contains 1) a full report of the vehicle position (longitude, latitude, elevation and accuracy), 2) the time in milliseconds, 3) its motion (speed, heading and transmission state), 4) the confidence information about time, position and speed, 5) the VehicleStatus field, which contains all the vehicle's sensor reading including the brake status, and 6) the VehicleSafetyExtension field, which includes path history, events, timing and path prediction. In short, the PVD message contains a superset of the information found in the BSM message and is thus suitable for providing BSM data redundancy.
What specific information is to be included in the PVD message and which vehicle's message is relevant is controlled by a message named Probe Data Management Message (PDM). The PDM can add more privilege to the use of PVD by controlling data collected from the vehicles as follows. PDM is an I2V message broadcast from the RSU to OBUs. The PDM can 1) control the time/distance OBUs join the RSU and begin to send data using the SnapshotTime and SnapshotDistance fields, 2) control the coverage pattern using the direction HeadingSlice field, 3) instruct specific classes of OBUs to collect data from using the Sample field, and 4) indicate the frequency OBUs will send data using the TxInterval field.
B. Safety Channel and Channel Redundancy
As shown in the previous subsection, in terms of information content the ACM and PVD messages contain all the required fields to support the functionality of BSM in safety application. However, to eliminate the aforementioned single point of failure (BSM is limited to CH172) they should be on different channels. In [14] it was stated that "both public safety and non-public safety users should be eligible for licensing on all channels, subject to priority for safety/public safety". This is confirmed also in [13] , i.e., any of the control or service channels could be configured for use as a safety channel.
Given the flexibility of channel assignments mentioned above we suggest that the redundant channels should be far away in the frequency spectrum from the BSM safety channel to increase resilience against natural and malicious external interference such as shadowing or jamming. This separation assumption is proven by the VSC-A project. In validation of the DSRC PHY protocol with regards to cross-channel interference (CCI) the VSC-A project exposed in a field test that the interference in a band adjacent to the target band causes more performance degradation than similar interferer in a band further from the target band. The VSC-A team concluded that no change is needed in PHY protocol, and that CCI concerns should be addressed in higher layers [4] . This is in agreement with our approach, which resolves this redundancy issue in the application layer.
In order to use different channels in the redundancy scheme it is important to elaborate on the WAVE radio switching device to understand the details of channel accesses by WAVE devices, in order to make intelligent decisions about channel spacing and redundancy. According to [13] [18] in-channel switching based on time division multiplexing a single WAVE device is required to exchange information on a SCH while participating on the CCH. Access to channels is based on 100 ms periods, for CCH and SCH intervals. It is divided into 50 ms for each interval. This however imposes significant capacity constraints on V2V safety communication, because the safety channel will be available less than half the time for safety messages. One of the goals of the VSC-A research was to avoid the capacity constraint by defining one dedicated channel for safety messages, i.e., an always-on safety channel, which according to [14] is CH172. Having a full-time access safety channel removes the need for channel switching and doubles the channel access time. However, the implementation of this concept requires that each OBU be equipped with two radios [4] . Therefore we assume using at least two WAVE radio devices per OBU for best performance. Dissimilar redundancy can be achieved by using the first device dedicated to CH172, the always-on safety channel, for exchanging BSM with full performance. The second device will be a switching radio device that exchanges information on any M other SCH while participating on CCH. Below we will present solutions that implement redundancy for the special cases of M = 2 and 3, i.e., dual and triple channel redundancy. With a total of 6 service channels, in addition to the control channel, the maximum redundancy level is 7. However, it should be noted that the message overhead will grow linear with the number of redundant channels, imposing extra usage of the dedicated limited bandwidth.
1) Dual Redundant Channel Selection:
There are two important factors that affect our selection to redundant channel, 1) the channel distance in the frequency spectrum, and 2) the maximum allowed channel transmitting power, shown in Figure 2 . As stated in [18] any device listens to control channel CH178 by default. Furthermore, CH178 is optimally spaced from CH172 in terms of interference isolation. In addition the EIRP of CH178 is higher than that of CH172, i.e., 44.8 dBm and 33 dBm respectively. Therefore CH178 lends itself as optimal candidate for the redundant channel as any other choice of channels would require additional switches of devices to monitor that channel. One way to manage access of CH178 for redundant messages in this scheme is to use the Wave Short Message Protocol Safety Supplement (WSMP-S) [18] . The WSMP-S header can be used to arbitrate the control channel for safety messages. In our case these are the redundant counterparts to the BSM messages, which should take precedence over lower priority messages sent over CCH.
For the reasons described above, one candidate for a redundant analog to the BSM messages is the ACM, which is to be sent on the CCH with higher priority to take precedence over other messages. This implements a system with dual redundancy utilizing dissimilarity, i.e., two different messages on two different channels, to increase survivability of safety applications.
2) Triple Redundancy Involving the ITS Infrastructure: As shown in Figure 2 , the most applicable choice for the third redundant channel is using CH184. The advantages of using CH184 is twofold. First it maximizes the spectrum separation to the other channels used in the redundancy scheme, which provides higher resilience to interference. Second, the EIRP of CH184 is higher than that of CH172, i.e., 40 dBm and 33 dBm respectively.
In the last subsection we introduced Dual Redundancy using ACM, which is a V2V message redundant to BSM on a different channel. Both messages used in dual redundancy are V2V involving message exchange between 2 vehicles. To make the system more resilient, diversity will be introduced as a third approach to involve the infrastructure. Involving the ITS infrastructure is not a new concept. For example, the RSU as an active actor has been recommended in the CICAS-V project [20] for signalized intersections in which the RSU alerts approaching vehicles of possible collisions.
The RSU can serve as a third mechanism in the redundancy scheme to communicate safety information. Specifically, the RSU can use the collected PVD messages and respond to the OBU in case of a detected hazard. In reference to the SAE J2735 there will be local systems that can be authorized to collect data directly from the RSU [19] . We recommend this system be used for collision detection, which triggers a Road Side Alert (RSA) message to be broadcasted.
The RSA is an I2V message sent from the RSU to OBUs to alert travelers about nearby hazards. For urgent and critical messages the RSA is sent as periodic broadcasts using the WSM protocol on a high power channel, either CCH or SCH. In case of lower urgency the IP protocol can be used to send this message as a periodic broadcast over a service channel. This message can be embedded and used as a building block for any other DSRC message, e.g., it is used by Emergency Vehicle Alert message. The RSA has a FullPositionVector field, which describes the location of the hazard and whether it is fixed or moving. The message also contains the heading and priority. We can use the ITIS.ITIScodes fields to send alerts to vehicles if the infrastructure detects a hazard. For the implementation we suggest the use of the high power channel CH184 as discussed in the beginning of the subsection.
3) Implication of Triple Redundancy: To demonstrate this redundancy scheme a triple redundant application of the scenario in Figure 1c, i.e., the Straight Crossing Paths or Turning at Non-signalized Junctions, will be used. The motivation to use this scenario and not FCW is that now the RSU is involved, which is more likely situated in intersections. Consider the Intersection Movement Assist application used in the host vehicle and the scenario shown in Figure 3a .
In the traditional scenario, which only uses BSM messages, the host vehicle would receive a BSM message from a remote vehicle crossing in its path. If the BSM message is blocked by an obstacle or the channel is jammed by an attacker, the host vehicle will not be aware of a possible impending collision. Using the redundant scheme the hazards condition will only occur if the BSM and all redundant message mechanisms fail or are compromised. In Figure 3a the redundant schemes are provided using the ACM and the PVD involving the RSU. Figure 3b . Assume that channel CH172 is the target of a jamming attack. This will prevent the host vehicle from receiving BSM messages indicating that the remote vehicle is braking hard. Without redundancy HV cannot alert the driver. ACM is utilizing a different channel, i.e., CH178, and assuming that jamming does not reach the frequency spectrum of this channel the safety application will succeed.
III. QUANTITATIVE ANALYSIS OF IMPACT OF REDUNDANCY
Application reliability is highly dependent on the message exchanges and requirements of the specific application considered. For our research we selected the FCW application, as it is the highest ranked safety application based on crash frequency, cost and functional years lost according to [4] .
The timing issues related to the FCW application host and remote vehicles of Figure 1a are shown in Figure 4 . The position of the jammer in this scenario is assumed to be right next to the RV. A hypothetical situation would be an adversary with a jammer causing the event that leads to braking, e.g., by launching an obstacle into the moving traffic. Starting with the moment of hard braking at time t brake the RV emits BSM messages every 100ms. The HV needs to be alerted of the potential collision with the RV early enough to react. The reaction time is the time from the driver receiving an alert to his/her reaction, i.e., the time from t react to t brake . Reaction is only possible if the HV receives at least one BSM message from the RV, which is the minimum the application requires to detect the event, before t react . Specifically, as demonstrated using Figure 4 , the HV must receive at least one of the first x BSM messages, i.e., BSM 1 , ..., BSM x , must be received before it is too late to react, at time t react . Thus t react is the deadline for the FCW application to warn the driver of a possible collision, leaving enough reaction time to brake. Any BSM message received after that will arrive too late for the driver to react.
The FCW application reliability is directly linked to the probability of the HV receiving BSM messages before it is too late to react. Thus the application reliability depends on the packet error ratio (PER), or packet error probability and their impact on message exchanges. In line with the standard definition of reliability, i.e., R(t) is the probability that the system is working to specifications during the entire time interval [0, t] [21], we can define the FCW application reliability as the probability of receiving at least one BSM message before t react , i.e., one of BSM i , for i = 1, .., x. Since the application fails only if no BSM message is received before t react , and since the reliability of one BSM is independent of that of another BSM, we use the unreliability Q(t) = 1−R(t), i.e., the probability of all x messages being lost, which is
where Q i is the probability that BSM message i was not received, i.e., the PER of BSM i , and t i is the time BSM i should be received. Note that this time is linearly related to the distance between HV and the jammer when BSM i should be received.
In order to obtain the application unreliability indicated in Equation 1 we need the values of Q i . Packet error probabilities are derived from the Signal-to-Jamming Ratio (SJR), which depend on signal powers and distances, as it applies for each BSM i . We assume that jamming noise dominates any other noise. The SJR is given in [6] by
where subscript j refers to the jammer, r to the receiver and t to the transmitter. The transmission power of node y is denoted by P y , the antenna gain from node y to z by G yz , the distance between nodes y and z by R yz , the communication link's signal loss by L r , the jamming signal loss by L j , and the nodes y bandwidth by B y . After cancellation of terms that are equal, due to the assumption that the jammer and OBU have equal capabilities, the SJR to the right of the equation remains. We assume that distance between the HV and RV is constant, even during braking. This is over-conservative, but it accounts for special cases where brakes could be applied aggressively in conjunction with the gas pedal during brief periods. Using the standard definition of EIRP we get SJR dB = EIRP (t) dB − EIRP (j) dB + 20 log R jr − 20 log R tr (3)
The impact of the SJR is now used to calculate the PER. However, we need to consider modulation for different bit rates. As stated in ASTM E2213-03 standard [8] , DSRC uses Orthogonal Frequency Division Multiplexing (OFDM) and uses Binary Phase Shift Keying (BPSK) or Quadrature Phase Shift Keying (QPSK) and 16-Quadrature Amplitude Modulation (16-QAM), which support the mandated data rates of 3Mbps, 6Mbps and 12Mbps. These rates will be subject of our investigations, i.e., for 3Mbps using BPSK with coding rate 1/2, for 6Mbps using QPSK with coding rate 1/2, and for 12Mbps 16-QAM with coding rate 1/2, as defined in [8] and shown in Table II . Assuming Additive white Gaussian noise (AWGN) channel model, the Bit Error Rate (BER), or Bit Error Ratio P b(P SK) for BPSK and QPSK can be expressed using the complementary error function erfc() as
where E b / N is the ratio of average energy per bit to noise power spectral density. For 16-QAM we have the following bit error rate with k = log 2 16 = 4
This is related to the SJR by
where R is the channel information data rate and B is the channel occupied bandwidth, as shown in Table I .
The packet error probability P p is now approximated by
where N is the number of bits of the BSM message. Whereas, this equation assumes independence of faults. It can still serve as an approximation, since jamming is considered constant over the jamming time and is reflected in the BER. For details about the impact of bit-to-bit dependence on packet error rate the reader is referred to the literature, e.g., [22] .
The impact of jamming on the PER of the safety channel CH172, the first redundant channel, i.e., control channel CH178, and the second redundant channel CH184 is shown in Figure 5 . As can be seen in the graph, the impact of the jammer increases with the message index, with BSM 1 least affected by jamming. The assumptions for the graph are as follows: the EIRP of the transmitter and jammer are 33dBm, R tr is set to the safety distance between vehicles of 3s, or 46.9m, corresponding to a vehicle speed of 35mph, with an assumed reaction time of 1s. R jr is the varying distance from the jammer as the HV moves. The impact of thermal noise compared to the large jamming power is assumed negligible. We assume a BSM message length of 300 Bytes, giving N = 2400 bits. If we assume a total safety distance of 3s and subtract 1s of reaction time, this only leaves the first 2 seconds to receive BSM messages before it is too late to react. Since the interval between two BSM messages is 0.1s, i.e., BSM messages are broadcast every 100ms [19] , a maximum of 20 BSM messages could possibly be received, and thus the last message that may be received in Figure 4 is BSM 20 . A summary of the parameter used in the derivation of the application reliabilities is shown in Table I  and Table II . This data was extracted from ASTM E2213-03 standard [8] . As can be seen in Figure 5 , channel CH172 is completely jammed, i.e., PER = 1, and thus any safety application only relying on this channel will fail. For channel CH184 the PER only starts deteriorating starting with message 6, implying that the lower numbered messages are unlikely to be corrupted. Channel CH178 however is mostly resilient to jamming as corruption begins with message 16, i.e., all lower numbered message have very high probability of being delivered uncorrupted. By using Redundant approach, the unreliability of a system with redundant channels is unaffected by jamming as long as one channel is unjammed, i.e., jamming has no effect unless it covers all channels.
Considering only benign faults, a system consisting of N redundant subsystems C j , j = 1, .., N , fails only if all N subsystems fail, i.e., it functions as long as at least one subsystem functions up to specifications [21] . The unreliability of such system is therefore the product of the unreliabilities of the subsystems. In our case the application unreliability Q Cj of each channel C j (t) is defined by Equation 1 and thus
This equation assumes independence of faults. However, its usage is argued as a good approximation due to the fact that jamming of different channels is assumed to be by different radios and the transmission of dissimilar messages is not timesynchronized, e.g., they are not coordinated to overlap.
The unreliability of the FCW safety application, defined in Equation 1 and Equation 8, for 3Mbps communication, is shown in Figure 6 . Note that the product of the equation is dominated by the product terms with smallest unreliability. Only using safety channel CH172, the FCW application fails totally, as no error-free packets were received. On the other hand, the first redundant channel, i.e., control channel CH178, is extremely robust. This can be observed when one considers the time window in which safety messages could be potentially received, which is given in the x-axis of Figure 6 . When the safety distance between the HV and the RV in Figure 4 allows a message window greater than three messages, the FCW receives messages with very high probability. This point is reached for channel CH184 when the message window grows beyond thirteen. Since channel CH178 is used in the dual and triple redundant schemes, its unreliability dominates that of the schemes, resulting in FCW to work reliably. In Figure 7 , which considers 6Mbps communication, similar behavior can be observed. However, only channel CH178, and the redundancy schemes using it, allows FCW to work reliably. In the figure, the plot for the unreliability of CH178, dual and triple-redundancy overlap. Channel CH184 is borderline, as only one BSM provides reasonable unreliability of 0.06, i.e., the BSM at x-axis label 20. Therefore, in general, we suggest to not use this channel for 6Mbps or higher. The dual-redundant schemes for different data rates are compared in Figure 8 . For the FCW application the 3Mbps and 6Mbps communication is not affected by jamming, i.e., given the assumed minimal safety distance between the vehicles the unreliability of jamming of both falls below 10 −43 . The 12Mbps communication however fails as unreliability remains close to one. This is a very important observation, which makes us conclude that safety applications should not use this data rate, as communication fails under jamming, i.e., in the figure the application unreliability stays close to one during the entire time before it is too late to react. 
IV. CONCLUSIONS
A new approach to increase survivability of safety applications using DSRC has been presented. The concept of dissimilarity of communication mechanisms has been used to increase resilience against interference as the result of natural phenomena and malicious act. The dual or triple redundant mechanisms do not introduce concepts that deviate from existing standards. They only use already defined and established message exchanges that relay on different message types using channels maximally spaced in the spectrum. The information in the standards relevant to the suggested mechanisms is presented to support and justify the decisions taken.
The redundancy schemes introduced overcome the impact of jamming assuming that the jammer capabilities are limited to the technical specifications of the vehicles OBU transmission power model. In fact the dual-redundant scheme using channels CH172 and CH178 can provide sufficient FCW application reliability in the presence of jamming. This is the case for either using 3Mbps or 6Mbps communication. In triple redundancy we suggest using channel CH184 for data rates no higher than 3Mbps for DSRC safety applications. Furthermore, given the results for the unreliability of 12Mbps communication, we conclude that the use of this data rate is also not advisable for DSRC safety applications that may be exposed to jamming attacks.
We acknowledge that using redundancy imposes extra overhead/usage of the dedicated limited bandwidth, which is intended to be used by multiple DSRC applications. However, our main concern is to give high priority consideration to safety applications over any other type of application.
